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1
Decision/action requested

This is for discussion and endorsement by SA3. 
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Background
Powered by open source tools of mobile networks (such as openLTE, Open Air Interfaces), research community has made significant progress on their security analysis of mobile networks such as LTE. In recentl years, a number of research papers have been published in which the security trade offs SDO’s have made in both protocol specification, implementation, and operator network configurations of mobile networks, have been questioned. Two papers on LTE security will be presented at upcoming IEEE Symposium on Security and Privacy to be held in the week of May 17. 
Those research papers are of high quality and can help improve the security of mobile networks include the specifications by SA3. In addition, research papers are often reported by media which may convey information that are not necessarily technically correct. People are looking to SA3 for their official analysis of those papers to establish their understanding of those papers, as well as any corresponding remedation they might need to take. 
There has been discussion within SA3 on how to discuss and provide official response to research papers. It has been raised that SA3 reflector may not be the best venue for such discussion. The reflector is open to public and is also indexed by search engines. Different opinions expressed by SA3 members on the mailing list may not be subject to the SA3 plenary consensus process and this may cause confusion to the public. 
Therefore, a process and framework are required by SA3 to respond to research papers. This would need to provide, agreed timely analysis to support all SA3 delegates who may be asked about these papers and in the longer term, to inform SA3 in its future specification work. 
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Detailed proposal

Below are some proposals on how to handle research papers excluding those going to CVD. Comments are welcome. 
1.  SA3 members who are interested in staying informed of research papers on mobile network security can form an unofficial subgroup (namely SA3-research, solely for the convenience of reference). 

2. SA3-research subgroup is responsible for discovering, reading, and analysing research papers which have been made public and have not been reported to CVD. 
3. There are a large number of security conferences where such papers may be published. Emphasis should be given to the papers published in top tier security conferences, including but are not limited to, NDSS, IEEE Security&Privacy, USENIX Security, and ACM CCS. 

4. SA3 members can voluntarily form the SA3-research subgroup by offline discussion and private emails. 
5. Any SA3 member who becomes aware of a research paper can send email to SA3-research subgroup. But those in SA3-research subgroup should make effort to monitor a selected set of security conferences to inform the group of any paper related to SA3. 

6. SA3-research subgroup can use email or conference calls to discuss a research paper, and anyone who is willing to anaylze and write a draft response can lead the discussion of a particular paper. Ideally, members in the SA3-research subgroup should take turn to lead the discussion. However, it is understood that some companies may have internal process restricting their employess on participating such discussion and analysis.
7. Once a draft response is agreed by SA3-research subgroup, it can then be presented as a company contribution to SA3 in the agenda “CVD and research” for further discussion and approval. 

8. SA3 may host a webpage listing discussed research papers and corresponding SA3 responses. 
